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How to collaborate?

Homomorphic Encryption Secure Multiparty Computation
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Homomorphic Encryption QTS
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Private Set Intersection
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B How does it work? QTS
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(1) Encrypt data with private key (3) Encrypt again with private key...

Company A Company B Company A Company B

(2) Exchange encrypted data sets

Company A Company B
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B What challenges are there to overcome?

Performance bottlenecks
Algorithms are still under development...
Legal framework within the European Union

Sharing Space
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Our Contributions in TRUSTS QTS
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Efficient prototype for Industry-ready PSI solution:
homomorphically encrypted ML PSlttacus

Legal and technical perspectives on Merging encryption with
privacy-preserving analytics other ML approaches
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# Multi-Party Computation under GDPR

START
Does any party
Absolute es provide as input no GDPR avoidance
Approach?
personal data?
#0 yes
Multi-Party Computation in the GDPR
Do | provide as s Does anyone else
input personal receive as output Lukas Helminger!? and Christian Rechberger?
data? personal data?
! Know-Center GmbH, Graz, Austria
2 Graz University of Technology, Graz, Austria
o no yes {lukas,christian}@iaik.tugraz.at
Y
Do | receive as yes Does MPC no

output personal

minimize personal

data? data output?
no es
GDPR avoidance DPbD

no legal benefits

Privacy Symposium'22




B What is comming next? QRUSTS
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Upscaling and further improving perfomance

Handling of more complex scenarios (e.g. MK-FHE)
Encrypted federated machine learning

Transformation of algorithms to privacy-preserving certified
Legal assessment of cryptographic solutions
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