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Executive Summary

This report acts as a snapshot documentation of TRUSTS platform implementation status as it is continuously
developed according to the DevOps best practices. This is the second of three versions of this deliverable focusing
on the current state of the platform regarding its functionality and operational parameters.

Among other deliverables, this text is based on D2.7 “Architecture design and technical specifications document
II” where the next iteration technical architecture of the TRUSTS platform is illustrated. This D3.10 deliverable
enriches it by demonstrating the current development and implementation status of the platform as well as the
core artifacts and the architecture of the next iteration platform which is implemented during the reporting
period.

The development of MVP.v2 was done in accordance with the requirements previously specified, and with the
initial lessons learnt, received from the WP5 after the first demonstration phase execution of the platform with
the use case partners. This deliverable is based on the previous iteration version D3.9.

This deliverable includes the steps described below to specify the current platform status: the updated functional
requirements (FRs) collected from the project participants who are working on tasks related to the
implementation of the platform, FRs are revised by them according to their gained knowledge and expertise. The
revised FRs are summarized within this document to show the changes from their previous version.

Next, the core components of this MVP version are specified. Those components form the technical architecture
of MVP.v2. Due to the iterative process, the MVP.v2 architecture and the core components have slightly changed
from its former architecture in D3.9. To elaborate on its workflow, the main functionalities’ workflows of MVP.v2
are presented using sequence diagrams. Meanwhile, the changes of the FRs and the platform components are
pointed out in the implementation part.

The TRUSTS platform builds on the experiences and best practices from previous initiatives for supporting data
markets. These are the Data Market Austria (DMA) [1] and the International Data Spaces (IDS) [2]. By reusing
concepts and components developed from both DMA and IDS initiatives, realizing the strategic significance of
the high-level characteristics of both will enable the TRUSTS platform to support new forms of innovation and
the development of new business models.

© TRUSTS, 2021 Page | 8
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1 Introduction

In the TRUSTS project, the TRUSTS platform releases are happening continuously, following the DevOps best
practice principles. This deliverable (D3.10) acts like a snapshot documentation of the TRUSTS Platform. It is the
second status report in a series of three reports within the lifetime of the project, due December 2021 (M24).
The former was D3.9 ‘Platform Status Report I’ due for submission December 2020 (M12), resubmitted in
November 2021. The latter is D3.11 ‘Platform Status Report I’ due December 2022 (M36), documenting the
final version of the TRUSTS platform status report. All three versions of these reports document the existing state
of the platform regarding its functionality and operational parameters.

In addition, the platform is developed in an iterative way and is based on reusing open-source software. The
concept of a Minimum Viable Product (MVP) is used to allow relevant stakeholders continuously to be involved
in the development of the platform.

The progress of the various tasks and work packages is monitored during the development process. Weekly sprint
meetings were held in parallel with this deliverable. Technical experts and programmers intensively discussed
the progress of the platform implementation, component dependencies, and obstacles. In this way, the
implementation of the platform can be done in the agile development method.

The Second MVP version of the TRUSTS platform is the result of the approach mentioned above during the
reported period. In addition to the selected components, the updated functional requirements (FRs), and the
MVPv.2 architecture are presented and explained in this deliverable as well as its workflow. Furthermore, the
development of MVPv.2 and how the changes will cover the updated FRs, and their implementation status are
provided. D3.11, the third and final version of this report, will cover MVP.v3 status.

© TRUSTS, 2021 Page | 9
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1.1 Mapping Projects’ Outputs

The purpose of this subsection is to map TRUSTS Grant Agreement (GA) commitments, both within the formal

Deliverable and Task description, against the project’s respective outputs and work performed.

Table 1: Adherence to TRUSTS GA deliverable & tasks’ descriptions

Respective
TRUSTS Task Document Justification
Section(s)
Based on the outcomes of T2.4, this task | Section 2 Summary of the modified
focuses on the implementation, testing functional requirements.
and deployment of the TRUSTS platform
components. Prior to release of D2.4A, | Section 3 Chosen core artifacts and
this task is expected to collaborate with components from well-
T2.1, 2.2 and 2.3 in order to prepare a known projects and
smooth start of development in M6. The initiatives
task makes use of infrastructure
provided by T3.1. Assets from existing | Section 4 Architecture and workflow
platforms (IDS, DMA) will be reused, of MVP.v2
enhanced and adapted to cover the

T3.5 Platform — L
specifications of T2.4. This gives the task

Development e . . .

& Integration ahead by bwldmg on estfa\bllshed and | Section 5 Petalls abou.t the current
proven technologies. While, from an implementation.
implementation point of view, this task
covers general functionality (e.g., | Section 6 Conclusion of the
dataset and participant registrations), deliverable, description of
T3.2, 3.3 and 3.4 extend this next actions towards the
functionality by providing specific state- next version of this
of-the-art implementations that address deliverable (D3.11)
the TRUSTS objectives. To that end,
another goal of this work package is to
integrate these contributions into a
common TRUSTS platform.

TRUSTS Deliverable

D3.10 Platform Status Report I
This deliverable reports on the current state of the platform regarding its functionality and operational
parameters (e.g., number of integrated datasets, transactions, detected events, error rates). While platform
releases are happening continuously, following the DevOps principles, these reports act as “snapshot”
documentation of the platform.

© TRUSTS, 2021
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1.2 The Differences between this deliverable and its predecessor

Since this document is the second platform status report in a series of three reports within the lifetime of the
project, the changes from its former D3.9 ‘Platform Status Report I’ are sorted in the following table.

Table 2 compares both versions based on their content in the Sections 2-6.

Table 2: The content-based changes of this deliverable from its predecessor

Section D3.9 (The previous version) D3.10 (The current version)
v" Presenting the initial functional requirements | v/ Presenting the modified version of the
2 of the TRUSTS platform functional requirements of the TRUSTS
platform
v" Analysis of the existing artifacts from well- | v' Describing the main and core artifacts and
3 known initiatives and projects for the TRUSTS components for the current TRUSTS
platform platform version.
4 v Reporting MVP.vO and MVP.v1 and their v' Reporting MVP.v2 architecture and its
architecture. workflow.
v' Describing in detail the evolution with agile | v Describing shortly the evolution with agile
methods methods
v" Reporting the implementation status of the | v' Highlighting the current implementation
5 components and how they cover the initial status with changes of the components
version FRs as well as their implementation and how they cover the updated FRs as
status. well as their implementation status.
v" Presenting TRUSTS Mock-ups v Snapshots of the landing page are shown.
v Listing the project results of D3.9 deliverable | v' Listing the project results of D3.10
6 and giving an overview of the next actions deliverable and giving an overview of the
towards the D3.10 version. next actions towards the D3.11 final
version.

© TRUSTS, 2021
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1.3 Deliverable Overview and Report Structure

As a snapshot documentation of the platform’s status during the reporting period, this deliverable shows the
work performed in accordance with the requirements previously specified, and with the reviews received from
WP5 after the execution of the first demonstration phase of the platform with use case partners. The deliverable
is structured into the following sections:

2. The updated functional requirement specifications: The modified version of the FRs of the TRUSTS platform
are summarized.

3. Chosen core artifacts and components from well-known projects and initiatives: The core artifacts and
components that are selected for this TRUSTS platform version are described in this section. These
initiatives and projects are the DMA, the IDS, and the Comprehensive Knowledge Archive Network (CKAN)
project.

4. Minimum viable products of the TRUSTS platform: The Minimum Viable Product Version Two (MVP.v2) is
described with focus on its architecture and workflow.

5. Implementation: The components of the TRUSTS platform and its current implementation status are listed.
The changes of the platform components are prescribed and how they cover the FRs as well as their
implementation status. In addition, snapshots of the landing page are shown.

6. Conclusions and next actions: The deliverable concludes by listing the project results which are described
in this deliverable and giving an overview of the next actions towards the third version of this deliverable.

© TRUSTS, 2021 Page | 12
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2 The updated functional requirements specifications

The up-to-date FRs list of the TRUSTS platform in D2.3 specify a comprehensive set of important FRs to follow.
Table 3 summarizes these requirements, providing with the following headers: (1) a unique identifier number

for each requirement, and (2) the description of the corresponding requirement.

Table 3: TRUSTS updated functional requirement specifications

Req. ID

Description

Datasets and services onboarding functionality and processes

FR1 The system should provide standardized API descriptions for enabling providers to onboard
their datasets and services

FR2 The system should provide APIs that enable its interoperability/federation with other
industrial marketplaces and external sources

FR3 The system should be able to provide datasets and services descriptions

FR4 The system should provide reference mechanisms to open data from 3rd sources, so as

to make it available as an option through its data exploration, profiling and provision
mechanisms.

Intelligent data/service exploration and correlation functionality and processes

FR5 The system should provide rich search mechanisms across all federated nodes for available
datasets and services.

FR6 The system should be able to provide datasets and services recommendations to its’ users
pertaining to their profile and needs

FR7 The system should employ matchmaking mechanisms through which hosted datasets are
matched with hosted services (e.g., suitable for their analysis or processing / customization)
and vice versa.

Modified The system should identify and match related datasets so as to provide combined and

FR8 enriched data.

FR9 The system should be able to improve datasets and services profiles based on extracted

information originating from the available data

Purchasing transactions and billing

FR10 The system should provide contract mechanisms as a validation means of sellers/buyers
agreements

Modified The system should ensure the integrity and authenticity of the smart contracts transactions

FR11 signed by its users. A dispute management process may be designed.

Modified Smart contracts in the system should be accompanied by a human friendly representation (i.e

FR12 natural language)

Modified Mechanisms to make signed smart contracts be legally valid, enforceable and interpretable

FR13 will be investigated

Modified The system should encompass mechanisms for keeping transactions from being infringed

FR14

Modified The system should provide the ability to connect to billing mechanisms for enabling

FR15 consumers to pay providers according to the agreed smart contract

FR16 The system must provide alternative and flexible pricing models taking into consideration the

diversity of the available datasets and services

© TRUSTS, 2021
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FR17 The system should provide brokerage mechanisms for addressing the offerings and demands
of the hosted datasets and services

NFR 1 The system must provide alternative subscription contracts to the TRUSTS platform
subscribers.

NFR 2 The system should provide a set of templates to the asset owners to describe the T&C for
using the respective asset through TRUSTS.

NFR 3 Prior to procuring a dataset, information on the dataset should be provided (including data

characteristics, attributes, ownership, etc.) including a sample of the data set for pre-
purchased testability and preview

(Meta-)Data Governance

FR18 The system should provide explicit metadata information for each dataset or service that is
accommodated in the platform

FR19 The system should incorporate models, ontologies and taxonomies for the classification and
semantic representation of the accommodated datasets and services in the platform

FR20 The system should be able to incorporate well established or standardized ontologies from
different scientific, industrial and business domains for the description of the semantic
representation of the hosted datasets and services

FR21 The system should provide mechanisms capable of identifying the provenance of the hosted
datasets.

FR22 The system should provide mechanisms capable to identify the lifecycle of the hosted
datasets

FR23 The system should harvest metadata from external sources.

FR24 The system should be able to provide semantic information even for unstructured datasets

FR25 The system should be able to keep continuously updated profiles of the hosted datasets and
services based on related interactions performed with the system

FR26 Dataset discovery should be based on the FAIR principle

Data as a Service and Subscribers management

FR27 TRUSTS datasets and services should be provided to the users on demand, regardless of

geographic or organizational separation between provider and consumer taking into account
all potential territorial legislation/regulatory restrictions.

FR28 TRUSTS should be able to be deployed as a federation of distributed, interconnected and
interoperable nodes.

FR29 The system should enable its users to explore data and services openly, providing public
descriptions. However, purchased data and services need to be exchanged point-to-point,
between the seller and the buyer.

FR30 The system should support mechanisms for users’ (producers/consumers) subscription opting
different schemes (e.g., annual, monthly, etc.) and authentication

FR31 The system should support corporate accounts that fall under one subscription/enrolment
per organization

FR32 The system should enable authorized users to create, read, update, and delete (withdraw or
make unavailable) datasets, services and user profile records

FR33A The system should provide validation criteria for the new enrolled users

© TRUSTS, 2021 Page | 14
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FR33B The system should provide reputation/rating schemes with regard to available datasets and
services.

FR34 The system should allow consumers to announce their need for specific datasets / services if
there are not any available, already.

FR35 The system should provide notifications regarding datasets / services updates to users that
have granted access to them

FR36 The system should provide easy to use Uls (ensuring effectiveness, efficiency and user

satisfaction) that will help users to accomplish their tasks effectively and prevent them from
committing errors.

Modified TRUSTS Uls and workflows must follow a business-wise rational (e.g., one stop shop), for
FR37 coherently mapping the market’s needs. Indicative services to be included: registration,
advanced search, buy/sell data, use/provide service, browse data/service catalogue, choose
contract, and upload/download datasets.

NFR 4 TRUSTS Uls should be personalized

NFR 5 TRUSTS should provide clear help function and documentation

NFR 6 The trusts platform and service should be scalable.

Data protection

Modified The system should support collaboration between parties while preserving the privacy of the

FR38 data. Methods that enables data privacy preserving on parties’ collaboration will be provided
by the system

FR39 The system should provide de-anonymization attack assessment and risk analysis for the
private / sensitive datasets to be onboard

Modified The system should employ anonymization tools and guidelines for data anonymization.

FR40 Information about anonymization of a dataset should be provided upon client request.

FR41 The system should provide means for converting algorithms that might compromise the data

privacy into safe privacy preserving ones without harming their functionality
Advanced data analysis based on Machine Learning

FR42 The system should incorporate well established ML algorithms that can be used by the
TRUSTS customers for data analysis and classification.

FR43 The system must incorporate a secure infrastructure for the distributed analysis of data based
on ML approaches

Trusted and legitimate data flows

FR44 Mechanisms provided by the TRUSTS platform regarding personal data, non-personal data
and services exploration, exchange agreements and purchase, should be compliant with the
following regulations (when applicable):
e General Data Protection Regulation
e e-Privacy regulation, for electronic communications
e Free Flow of Non-Personal Data Regulation, for data exchange between the TRUSTS
platform and subscribers
e Platform-to-Business Regulation, for safeguarding TRUSTS’ operational transparency
and fairness.
Mechanisms provided ensuring that local laws apply to each federated node.
Predefined contracts should exist.

© TRUSTS, 2021 Page | 15
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3 Chosen core artifacts and components from well-known projects
and initiatives

The following five components developed in the DMA and IDS projects as well as in CKAN were reviewed in D3.9
and are chosen to be used in TRUSTS. Furthermore, the TRUST connector has been replaced with IDSA Dataspace
connector based on a deep investigation and analysis where the latter has been selected because it better
matches the current and future requirements of the TRUSTS platform.

For each component in the following text, a summary of the technical information of the component, regarding
their dependencies, covered FRs, end-to-end functionalities, and interface descriptions as well as a short
overview of the component are reported.

3.1. IDSA Dataspace connector

IDSA Dataspace connector is a main component for the TRUSTS platform. In the following, a short information
about the IDSA Dataspace connector component (DSC) is presented. Functional requirements mentioned there
are covered partially by this component for some of them. But, to have a complete FRs implementation, the
platform needs other components, some of them already part of the current MPV while the remaining ones will
be considered in the next iteration of the MVP(s).

It covers the main functionalities of the platform and has a rich, well documented, and easy to use REST API
interface. DSC can keep all information about node’s catalogs and signed agreements in the local database.
Furthermore, this component has the following functionalities:

e Supports IDS Informational model
e Creation of access rules (policies) to resources (data assets)
e Creation of catalogs for data assets
e Creation of data assets
e Definition of data assets’ metadata
e Creation of an offer for data assets
® Agreement’s negotiation and conclusion
e Supports secured communication with another DSC and IDS metadata broker
e Sending the connector and catalog information to the metadata broker
e Searching for data assets
® Access control to local data assets
® Subscription to data asset modification
e Notification for data asset modification to the consumer
e Easy deployment using docker-compose
Connector
IDSA Dataspace Connector Component
Dependencies CKAN, Metadata Broker, DAPS
Functional FR 27, FR 28, FR 29, FR 31, FR 38, FR 39, FR 40, FR 41, FR 42, FR 43, FR 44, NFR 3,
requirements NFR 6
End-to-end 1 | Support metadata for asset and offer definition. Also, it can be used for a
functionalities contract conclusion.

2 | APl action to check access control by artifact ID and agreementID

© TRUSTS, 2021 Page | 16
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3 | APl action to get URL by artifactID and agreementID
4 | Create catalog, resource, presentation, offer, agreement, pushing to Metadata
Broker
5 | Security Present certificate for identity Mutual TLS
6 | Contract (Agreement) communication with CKAN
Interface description e RESTAPI

3.2 Metadata Broker and Metadata Storage

The Metadata broker acts as a centralized repository of the metadata about the assets being exchanged on
TRUSTS. It is accompanied by a metadata storage system in the form of a triplestore. Current implementation is
Apache Jena Fuseki! for the triplestore, and the broker-open-core? for the metadata broker.

Metadata Broker
Metadata Broker Component
Dependencies -
Functional FR1,FR3,FR5,FR 18, FR 21, FR 22, FR 23, FR 25, FR 26
requirements

End-to-end 1 When a user searches for assets, this component will answer the queries
functionalities 2 | When a participating organization onboards an asset, this component will

concentrate its metadata so that other organizations can also discover it
Interface description e Exchange of messages according to the IDSCPv2

3.3 Platform Interfaces (CKAN)

The platform interface is the main point of interactions between casual human users and the TRUSTS platform.
Users who are not members of a registered organization can access this interface to perform a limited set of
operations, without the need to sign up to TRUSTS and set up their own corporate node.

Platform Interface

CKAN Component

Dependencies Dataspace Connector, Metadata Broker

Functional requirements FR1,FR3,FR4, FR5, FR 25, FR 27, FR 29, FR 30, FR 31, FR 32, FR 33A, FR 338,

FR 34, FR 36, FR 37, FR 44, NFR 1, NFR 2, NFR 3, NFR 4, NFR 5

End-to-end functionalities | 1 | Onboarding datasets and services from the user portal node is done
through the corporate interface

2 \ Searching for datasets is done through the corporate interface

Interface description Ul for users:

e REST APl used to provide access to assets it hosts

o Makes extensive use of the DSC REST API

! https://jena.apache.org/documentation/fuseki2/
2 https://github.com/International-Data-Spaces-Association/metadata-broker-open-core
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3.4 Corporate Interface (CKAN)

The corporate interface is the main point of interactions between corporate users and the TRUSTS platform.
Users who are members of an organization participating in TRUSTS, can access the corporate interface deployed
in their node to manage the assets they are offering to the platform, as well as those that they have been

acquired from the platform.

Corporate Interface
CKAN Component
Dependencies

Dataspace Connector, Metadata Broker

Functional requirements

FR1, FR 3, FR4, FR 5, FR 27, FR 29, FR 30, FR 31, FR 32, FR 34, FR 36, FR 37,
FR 44, NFR 1, NFR 2, NFR 3, NFR 4, NFR 5

End-to-end functionalities

Interface description

3.5 Landing page

1 | Onboarding datasets and services from the user portal node is done
through the corporate interface

2 Searching for datasets is done through the corporate interface

Ul for users:
® REST APl used to provide access to assets it hosts

o Makes extensive use of the DSC REST API

The landing page is the first page that users interact with when they visit the TRUSTS platform. Users are greeted
on this page with the platform's title as well as an explanation of the platform's main advantages over
competitors. Snapshots for this component will be covered in the subsection 5.4 to elaborate more about its

functionalities.

Landing Page

Landing Page Component
Dependencies

Functional requirements
End-to-end functionalities

Interface description

Platform Interface (CKAN)

NFR 5

1 | Individual / organization enrolment and login

2 | Password reset

3 | View partners, features and a description of the platform

Ul for non-registered users to:
e |earn about TRUSTS platform, legal terms, contact points, etc.
e enroll and login
e reset password

© TRUSTS, 2021
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4 Minimum viable products of the TRUSTS platform

As it has been described in D3.9, the Minimum Viable Product (MVP) is a functional iteration of a product with
just enough features to be useful to meet a minimum number of requirements which makes it possible to quickly
obtain user’s feedback and further evolve. Therefore, undesirable development can be detected and prevented
as early as possible. Until the writing of this text, three MVPs have been started, the first one is MVP.v0, then
followed by MVP.v1, and the next and current version is MVP.v2.

The following text discusses MVP.v2 and how it differs from the previous version MVP.vl, as well as its
components, architecture, and workflow.

4.1 MVP version 2 overview
MVP version 2, as it is the next iteration of the MVPv.1, it is worth at the beginning mentioning its main changes,
compared to its previous version. The main changes are summarized, as follows:
® Replacing of Trusted Connector with Dataspace Connector
Implementation of IDS Informational model
Creating catalogs for data assets
Replacing old data asset definition with new more reach definition of data assets (datasets, services,
applications)
Flexible definition of access control to data assets
Creation an offer for data assets
Pushing node’s catalog information to central broker to make available for searching from any node
Ul interfaces to search data assets
Contract (Agreement) conclusion between Seller and Buyer of data assets using simple Ul interfaces
Restriction of access control to data assets

As it has been specified, the MVP v2 is completely different from the MVP v1. After additional research and a big
progress of the IDSA team working group on Dataspace Connector and other components, the Trusted Connector
component has been replaced with the DSC component as more suitable to the FRs of the project.

In Figure 1, the structure of MVP.v2 is demonstrated as well as the links between its components. The platform
is built as a network between independent nodes connected all together using secured channels of
communication based on TLS mutual authentication.

The platform has three types of nodes:

i Corporate Node Is used by partners of TRUSTS that have complex infrastructure. They can have many
users and many services and applications that are provided or consumed via the TRUSTS platform. They
can set any authorization system and communication structure inside their nodes. The TRUSTS Operator
is not responsible for setting up or supporting instances of corporate nodes but will provide detailed
instruction manuals and all necessary software. Among the components being set up, the Corporate
Interface is a web application through which the organization’s users can interact with the TRUSTS
platform.

© TRUSTS, 2021 Page | 19



D3.10 Platform Status Report Il
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Figure 1: TRUSTS MVP.v2 Architecture

i User Portal Node was created to cover the needs of individual users of the TRUSTS platform. It is set up
and maintained by the TRUSTS Operator. By accessing this node, individual users can benefit from some
of the functionalities of the TRUSTS platform, without the complexity of setting up a corporate node.
Additionally, it is the entry point for all organizations intending to join the TRUSTS platform, as it provides
landing pages, legal information, and setup instructions. One of the components included in this node is
the platform Interface, which acts as the main point of access to the above-mentioned functionalities. In
principle, the TRUSTS platform could have more than one User Portal Node.

ii. Central Node exists to support the operation of the whole TRUSTS platform, playing the role of
authorization, monitoring, smart contract executor, catalog, application repository, among others. This
node is created and maintained by the TRUSTS Operator.

The IDS DAPS component issues access tokens that are required to access the services and the data of other
connectors. The protocol implemented in DAPS allows certified connectors to authenticate to the DAPS. In
return, the connectors retrieve an access token that they can use to access other connectors. The decision about
permissible access is not made by the DAPS, but by the connector that the requesting connector wants to access.

The connections between different nodes are all done using the IDSCPv2 communication protocol and are
handled by the set of standardized components. Connections coming from outside the node are first received
by the DSC Connector component and then distributed to other components. The IDSCPv2 protocol, apart from
the standard asymmetric-key encryption of modern HTTPS connections, allows for conveying information
specific for the functionalities of the platform. This includes user identification tokens, names and ports of the
different nodes involved, as well as IDs of the components they are destined to.
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4.3 MVP version 2 workflow

To show the main internal and external components’ communications in the current MVP.v2 version, the
following will cover the main five workflow functionalities. Each functionality has a title to explain its actual
function, an explanation of the workflow, and a sequences diagram, as follows:

e Data Asset Onboarding

1.

~

N VAW

9.

Data asset onboarding process starts from creation by User in Provider node definition of data asset
using CKAN UlI.

CKAN in response to this user’s action creates all metadata for data asset in appropriate catalog and then
create an offer for this data asset inside into Provider Dataspace Connector

User presses button “Publish” to promote the offer of data asset to the Metadata Broker

CKAN initiates the process of publishing an offer to Broker sending a push command to Provider DSC.
Provider DSC requests security token from DAPS.

DAPS responses with token or error.

Provider DSC publishes information about itself and an offer to Metadata Broker, presenting the token.
Metadata Broker checks Provider Token. If checking is OK, Broker creates records about Provider’s
Connector and its offers and sends back confirmation. Otherwise, Metadata broker sends error message
back to Provider DSC

Provider DSC forwards the Metadata Broker response to CKAN

10. CKAN shows the result of Metadata Broker to the User’s screen.

User

CKAN ProviderDsC DAPS MetadataBroker

| create Data Asset and Contract Offer for it ‘:

i press "Publish" for Offer

| create all metadata for Contract Offer‘:
T >

i
i
g forward Broker response

.
=

| Push to Broker

!
>

| request Security Toket |

| response with Token

| publish (promate) info abote Connector, offer and Token |

! check Provider Token

i confirm or reject publishing

|
|
e forward Broker response
|

|
User

CKAN ProviderDsC DAPS MetadataBroker

Figure 2: Data Asset Onboarding
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e Data Asset Searching
Precondition to start a search data asset is an existing offer for this data asset in Metadata Broker.
1. Userin Consumer node input search request for data asset in CKAN Ul.

CKAN forward the searching request to Consumer Dataspace Connector.

Consumer DSC requests security token from DAPS.

DAPS sends back a token or error if it doesn't authenticate DSC.

vk W

Consumer DSC transforms search request to SPARQL query, adds its token and sends request to
Metadata Broker.

Metadata Broker checks Consumer Token and if it’s correct executes SPARQL query.

Metadata Broker returns the searching result or error to Consumer DSC.

Consumer DSC forward Broker’s response to CKAN.

CKAN shows the search result on User’s screen.

User CKAN ConsumerDSC DAPS MetadataBroker
I

.'r°9°.\'.°’

1 input search data asset offer reques (user friendly) ‘:

forward searching request
=

request Security Toket
>

g fesponse with Token

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
>
|

| check Consumer Token
P

. |

__ return searching result er error

< T

forward Broker response

A

Show search results

-
—

CKAN ConsumerDSC DAPS MetadataBroker

Figure 3: Data Asset Searching

I

|

|

|

T

| |
| send search request as SPARQL query and Token -
| |
| |
| |
| |
i

|

|

|
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e Data Asset Agreement Conclusion

Data asset agreement conclusion can be fulfilled after searching in Metadata Broker.

1. The User in Consumer node should select from the searching result suitable asset offer and press

“Select offer”.

LN R WN

Consumer DSC requests a token from DAPS.
DAPS sends token or error back to Consumer DSC

Consumer DSC store agreement information.

10. Consumer DSC forwards agreement details to CKAN.

11. CKAN shows agreement details in the User’s screen.

User

|
| select offer from seach result

CKAN ConsumerDSC

|
L

=

CKAN forwards the selected offer to Consumer Dataspace Connector.
Consumer DSC extracts information about location of the data asset.

Consumer DSC sends a request for Agreement and Token to Provider DSC.

Provider DSC returns finalized Agreement or error to Consumer DSC.

Provider DSC checks Provider token, if it is correct then stores information about agreement

‘ DAPS | ‘ ProviderDSC

selected offer

Y

| reguest Security Toket

extract info about Provider and Artifact

_ response with Token

L

send reguest for Agreement and Token

_ return finalized Agreement result or error

Y

check Provider Token

| Store information about agreement

:I

€

I Store information about
| acquired asset and agreement

Show conclussion of agreement |
i

-
*

User

CKAN ConsumerDSC

_ forward agreement details
-

‘ DAPS | ‘ ProviderDSC

Figure 4: Data Asset Agreement Conclusion
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e Data Asset (Dataset) Access

Users of a Consumer node can download dataset from the provider only if previously the Consumer has created

an agreement for access to this dataset with the provider.

1. The User of the Consumer node selects from the list of agreements (contracted data assets) the

dataset for downloading and press download button.

W oo N R WN

=
o

Consumer DSC extracts info about Provider for dataset to route request.
Consumer DSC request a token from DAPS
DAPS responses with token or error.

Provider DSC checks the consumer token.
Provider DSC checks access rights for the consumer to the resource.

Consumer CKAN forwards information about selected agreement (dataset) to Consumer DSC.

Consumer DSC sends a request for the dataset accompanied with its token to the provider.

If steps above, 6 and 7 succeed, then the Provider DSC requests the dataset from Provider CKAN.
. Provider CKAN returns the dataset to Provider DSC.

11. Provider DSC returns the dataset to the Consumer CKAN. The consumer CKAN downloads the dataset
and shows it in the User browser.

select dataset

ConsumerCKAN

forward Provider response

F ol

forward selected dataset (Artifact URI)

ConsumerDSC ‘ DAPS | ‘ ProviderDSC

forward Provider response

extract info about Provider for dataset

request Security Toket

-

response with Token

-
-
5

end request for Dataset and Token

Y

__ return Dataset result or error
€

check Consumer Token

i

| chack Access rights of Consumer

I request dataset

ProviderCKAN

-

| response with dataset

A

A

ConsumerCKAN

ConsumerDSC ‘ DAPS | ‘ ProviderDSC

Figure 5: Data Asset (Dataset) Access

ProviderCKAN
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e Data Asset (Service) Access

Users of a Consumer node can set up an application client to the provider resources only if previously the
Consumer has created an agreement for access to these resources with the provider.

1.

L NV R WN

o O S N
A W NP O

User

The User of the Consumer node selects from the list of agreements (contracted data assets) the
services to access, then the user downloads from ConsumerCKAN all needed information for setting up
an app client to access provider services.

Consumer CKAN responses with setting info for the app client to the user.

The User configures the app client and runs it.

The app client issues an action request for the application server through the Consumer DSC.
Consumer DSC extracts info about the Provider of the services.

Consumer DSC requests a token from DAPS.

DAPS responses with token or error.

Consumer DSC sends a request to the service accompanied with its token to the provider.
Provider DSC checks the consumer token.

. Provider DSC checks access rights for the consumer to the resource.

. If steps above, 6 and 7 succeed, then the Provider DSC forwards the request to the AppServer.
. AppServer response with data to Provider DSC.

. Provider DSC returns data result or error to Consumer DSC.

. Consumer DSC forwards the provider response to the AppClient.

| Ask for information about service

| ConsumerCKAN [ | AppClient [ ‘ ConsumerDSC | DAPS ProviderDSC AppServer
T T T T T

| Asset URI and Service AP| Description |
T |

| Configure App Client

|
|
|
|
User

d
| forward selected service
h

| |
| extract info about Provider for service |

i request Security Toket
T

| response with Token

| send request for Dataset and Token |

| i
| check Provider Token and Access for Consumer |

| .
| request action
i

|_ response with data

| return data result or error

i h
| _ forward Provider response |

ConsumerCKAN [ | AppClient [ ‘ ConsumerDSC | DAPS ProviderDSC AppServer

Figure 6: Data Asset (Service) Access
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e Data Asset (Application) Access
Users of a Consumer node can set up and run an application in a Consumer node only if previously the
Consumer has created an agreement for access to these resources with the provider.

1. The User of the Consumer node selects from the list of agreements (contracted data assets) the
application to access, then the user downloads from ConsumerCKAN all needed information for setting
up an app client to access provider services.

Consumer CKAN forwards a request for the selected application to Consumer DSC.

Consumer DSC extracts info about the Provider of the services.

Consumer DSC requests a token from DAPS.

DAPS responses with token or error.

Consumer DSC sends a request for the application accompanied with its token to the provider.
Provider DSC checks the consumer token.

Provider DSC checks access rights for the consumer to the resource.

L NV R WN

If 6 and 7 succeed, then Provider DSC responses with application setup info to Consumer DSC.

=
o

. Consumer DSC forwards Provider response to Consumer CKAN.

[Eny
=

. Consumer CKAN shows User application setup info to User.

[E
N

. User sends a request to download the application from TRUSTS Docker images repo.
. Docker Images Repo sends the docker image of the application to User.
. The User set up the application.

[ N
[C Y]

. The User runs the application in Consumer Node.

ConsumerCKAN ConsumerDSC DAPS ProviderDSC DockerlmagesRepo
T

| select Application

-

| forward selected application (Artifact URI) |

| extract info about Provider for dataset |

i
| request Security Toket

| response with Token

|
| send request for Application and Token,
T T

'
-
1

| check Consumer Token
T
| check Access rights of Consumer i

I return Application setup info result or error

i
| forward Provider response

i
i forward Provider response

| reguest for download Application i

ll send Docker Image of App

| setup application
T

| o I
1 run application in Consurmer Node |
I

ConsumerCKAN ConsumerDsC DAPS ProviderDSC DockerlmagesRepo

Figure 7: Data Asset (Application) Access
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5 Implementation

The following discusses the implementation process of the TRUSTS platform. First, the planning for the evolution
of the platform by employing an idea from agile development is offered. Then, the recent changes of the
components of the TRUSTS platform and how they are going to address the updated version of the functional
requirements are demonstrated. Followed by the implementation status of those components. Finally, it is
concluded by offering snapshots for the landing page component

5.1 Planning for the evolution of the platform with agile methods

As it has been reported in D3.9, the agile methods are used in this project achieving continuous improvement.
The concept of a “Minimum Viable Product (MVP)” is used to involve relevant stakeholders in the evolution of
the platform, at different points in time during the project. A MVP [3], [4] ] can be thought of as a version of a
product with just enough features to be usable by early customers who can then provide feedback for future
product development.

In TRUSTS, each MVP version is a clearly specified hand-off point, at which a specific combination of platform
components in specific versions is released to all partners who are working on the implementation of use cases
and on the implementation of privacy enhancing technologies. These partners are the internal customers of the
MVP within the TRUSTS project. Every MVP version is released internally within the project, together with a
description of how to perform technical tests. The results of these technical tests will then be used as input for
the next version of the MVP. The goals for the MVPs are characterized by three dimensions: integration of APIs,
functional integration, and operational integration, as it has been detailed in D3.9.
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5.2 The changes of the platform components addressing the updated FRs

The following lists the changes of the planned components of the TRUSTS platform. The components are
described in the second iteration technical architecture of the platform (D2.7 “Architecture design and technical
specifications document 11”). Some of the components have been eliminated or changed from the previously
selected components in the preceding version of this document D3.9 “Platform Status Report |I”, coloured with
red and stroked-through.

In summary, the following components presents the current changes of the TRUSTS technical architecture:

®

e 06 o 06 0 0 06 0 0 0 0

E1-Trusted-Connector C1 - Dataspace Connector
C2 - Dataflow Router

C3 - Reverse Proxy

C4 - Recommender

C5 - Platform Interface (CKAN)
C6 - Landing Page

Il fosetConsurer

C8 - Notification Service

C9 - Metadata Mapper
£10-Usage Control

C11 - Mapping Builder

C12 - Corporate Interface (CKAN)

i

® 06 0606 0 06 06 0 0 0 o

C14 - Data Exchange TRUSTS Component

C15 - Data Exchange Client Component

C16 - Registry of Data markets

C17 - Business Support Services

C18 - Broker + Metadata Storage

C19 - App Store

C21 - Vocabulary Services

€22 - Dynamic-Attribute Provisioning System-{DARS)}-C22 - Distributed Authorisation Component
C23 - Automated Certificate Management Environment (ACME)

C24 - Smart Contract Execution

In the following table, a summary of the changes of the FRs and components which address the updated version
of the FRS is listed. To highlight the change in colours, for both FRs or complements: new items are coloured
with green, modified ones have the blue colour, and the eliminated ones are coloured with red and stroked-
through, as shown in the following table.

Table 4: Summary of connections between the updated FRs and the selected components

ID of FR IDs of components, which address the requirements
FR1 C5, C12,C18

FR2 C14, C15, C16

FR3 C5,C12,C18

FR4 C5, C12, C14, C15, C16

FR5 C5,C12,C18

FR6 ca4

FR7 ca
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Modified FR8 c4

FR9 c4,C19

FR10 c24

Modified FR11 C24

Modified FR12 C24

Modified FR13 c24

Modified FR14 C24, C24

Modified FR15 c24

FR16 c24

FR17 c4,C24

FR18 c18

FR19 c21

FR20 c21

FR21 C18, C21

FR22 C18, C21

FR23 C9, C11, C14, C15, C18
FR24 C19, C21

FR25 4, C4, C5, C18, C21
FR26 c18

FR27 C1,C2, C5, €7, C12
FR28 c1

FR29 C1, C5, €7, €10, C12, €20
FR30 C5, C12, C24

FR31 C1, C5, C12

FR32 C5, C12

FR33 €5,€11, €17

FR33A C5, C11, C17

FR33B C5, C11, C17

FR34 C5, C12

FR35 cs

FR36 C5,C12, €20

Modified FR37 C5, C12, €20

Modified FR38 C1, €10, C19, €20, C22, C23, C24, C24
FR39 C1,C19

Modified FR40 C1,C19

FR41 C1,C19

FR42 C1,C19

FR43 C1, C19, €20, C22, C23, C24
FR44 C1, C5, €10, C12,€20, C22, C23
NFR1 C5, C12

NFR2 C5, C12

NFR3 C1, C5, C12

NFR4 C5, C12
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NFR5 C5, Ce, C12
NFR 6 C1, C2,C3, C8, C22

5.3 The implementation status of the planned components

The development of MVP.v2 was done in accordance with the requirements previously specified, and with the
reviews received from WP5 after the first demonstration phase execution and initial lessons learnt provided.

Currently MVP v2 supports the onboarding of datasets, applications, and services. For the dataset cases, the
storage backend is currently restricted to be the platform's CKAN instance. For the services cases, an OPENAPI
specification can be uploaded to the platform in the onboarding phase, but it is not acted upon to, for example,
configure routing. Likewise, application onboarding is supported, but the corresponding Docker images must be
pushed onto the platform’s docker registry in a separate operation. Finally, controlled access to applications is
currently limited to HTTP GET operations (as per the current limitations in the DSC implementation), although
non-controlled (e.g., directly to the application’s container) access is also available and can be kept securely
within the consumer’s network.

The platform interfaces, implemented as customized CKAN instances, are still in the process of development.
MVP.v2 brings the metadata management in the platform closer to the requirements specified in the TRUSTS-
IM (See D2.7), in as far as explicitly input metadata fields. That is, the different fields in the TRUSTS-IM specified
for describing assets have been included into the Ul of the platform, along with querying the vocabularies as
stored in the Vocabulary Management component. However, missing points in the interface include the
extraction of artifact-specific metadata, such as configurations and routing mechanisms, from configuration files
uploaded when onboarding applications and services. This functionality is, furthermore, necessary for the
automatic deployment of applications acquired through TRUSTS, so that MVPv.2 still requires a manual
execution of said applications via the node’s Docker daemon. With regards to the user experience of the platform
interfaces, a lot of work has been done on the creation of the necessary style sheets to be integrated into the
CKAN extensions, but not all of them have been incorporated into the extensions themselves.

With respect to the contract negotiation mechanisms provided by the DSC, these have been incorporated into
the platform interfaces by allowing a provider to choose among the types of offers which their asset to be
accompanied with, and a consumer to choose from among the different offers available. Implementation is still
leaking on more general offer types (currently only those explicitly supported by the DSC are available), on the
offer-acceptance workflow (currently offers are automatically accepted), and on the billing mechanism. All of
the new (and upcoming) functionalities of the CKAN platform are implemented in the form of extensions, and
they have been successfully tested and deployed on the latest up-stream version of CKAN.

The Vocabulary Management component is currently deployed outside of the TRUSTS platform itself, as
development is ongoing for allowing it to be deployed in a dockerized environment. In its current state, its
operation has been tested and validated using the Jena Fuseki database, which forms the basis of the Metadata
Broker metadata storage. This allows for centralization of both metadata and vocabularies and, thus, for joint
qgueries among them. Since the necessary vocabularies are not finalized (as part of Task 3.4), it has not been
explicitly included in the MVP.v2, but it has been tested to work with the other components (see above).

With respect to the Metadata Broker, its development (which is not in the scope of this project) is in a mature
state and it has been successfully deployed and integrated into the MVPv.2 using the Apache Jena Fuseki
backend. The IDSCPv2 interface of the Metadata Broker is actively being used in MVPv.2 for the transmission of
metadata, and to enable the federated search of assets within the platform. Finally, the possibility of queries on
both the metadata and the accompanying vocabularies simultaneously has been tested, and basic versions of
these (so far with a static version of the vocabularies loaded into the triple store) have been tested.
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DSC now allows for:
e Setting up some policies in offers (e.g., single access, time restricted access)
e Checking compliance with these (access control)
e CKAN-independent onboarding of assets, by its user-friendly API.

From the deployment point of view, a docker compose file was provided for each of the corporate nodes to
launch the components executed therein, after pulling them from the TRUSTS-operated docker registry. The
configuration of these nodes is done by adjusting a single file (whose contents are fed into the corresponding
containers in the form of environment variables), allowing for a certain amount of customization in the
deployment. Apart from downloading the docker-compose file and creating the configuration file, a node
operator had to announce to the central node administrator some parameters needed for connecting to it, which
would then in turn be broadcast to the other participants.

It is important to note that the node deployment operation will always be very technical in nature, requiring
operators to engage their technical personnel for this event. MVP.v2 has reduced the complexity of the
deployment operation by removing the need for metadata harvesting, and its corresponding configuration.
Further simplification of the deployment process will be undertaken in the next iterations of the platform.

In the following table, the changes of implementation status of all components are listed. Again, the method of
highlighting the change using colours is used. Therefore, new components are coloured with green, and the
eliminated ones are coloured with red and stroked-through.

Table 5: Summary of the implementation status of the platform components

Component name Status Details

C1 - Dataspace Connector Reused from IDS IDSA Dataspace Connector Version 6.2

C2 - Dataflow Router Planning and design phase | -

C3 - Reverse Proxy Reused from Open-Source | NGINX, Version 1.12.0
Software

C4 - Recommender Developed by KNOW for | Details are described in D3.12 (M18)
TRUSTS

C5 - Platform Interface Reused from Open-Source | CKAN (Comprehensive Knowledge Archive
Software Network), Version 2.9.3

Source Code in TRUSTS repository:
https://gitlab.com/trusts-platform/ckan/-

[tree/trusts

C6 - Landing Page Planning and design phase | -

~ - : - | - AN, cted_for €5 — platf :

. | . .
component:

C8 - Notification Service Planning and design phase | -

C9 - Metadata Mapper Reused from DMA Source Code in  TRUSTS repository:
https://gitlab.com/trusts-platform/dma-
simple-RMLmapper
More details in D3.7 (M18)
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C11 - Mapping Builder

Reused from DMA

Source Code in  TRUSTS repository:
https://gitlab.com/trusts-platform/dma-

metadata-mapping-builder

C12 - Corporate Interface

A2 -Cervices Consmer
Adapter

C14 - Data Exchange TRUSTS
Component

C15 - Data Exchange Client

Component

C16 - Registry of Data
markets

C17 - Business Support
Services

C18 - Broker + Metadata
Storage

C19 - App Store

20— ldentitv ProvidertK
DisteibutionS

C21 - Vocabulary Services

Reused from Open-Source
Software

Planning and design phase

Planning and design phase

Planning and design phase

Planning and design phase

Reused from IDS

Planning and design phase

Dlanni | doi

Developed by SWC

CKAN (Comprehensive Knowledge Archive
Network), Version 2.9.3

Source Code in TRUSTS repository:
https://gitlab.com/trusts-platform/ckan/-

[tree/trust s

This component is deployed in TRUSTS nodes
and ingests assets from third-party data-
markets and EOSC and its related initiatives
into the TRUSTS catalog.

More details in D3.4 (M12).

This component provides an interface to
specify and select data assets and to map their
metadata schema into a format understood by
TRUSTS. The component communicates with
the Data Exchange TRUSTS Component.

More details in D3.4 (M12).

This component lists existing third-party data
markets and relevant initiatives of EOSC. It
serves as an address book routing the
communication between the Data Exchange
TRUSTS Component and the Data Exchange
Client Components installed on the premises of
third-party data markets and EOSC initiatives.

More details in D3.4 (M12).

IDS Metadata Broker + Apache Jena Fuseki
Details in D3.7 (M18)

PoolParty https://www.poolparty.biz/
Details in D3.7 (M18)
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: : dod ¢ :

i i Peusedfrom-1BS
C20 Dymapris Adieilbuie Eraunhofer
Provisioning-Systerm{DARS) provided by a combination of the IDS Dynamic
C22 - Distributed Attribute Provisioning System (DAPS which is

provided for testing by Fraunhofer)
implementation or the Small Step CA.

Authorisation Component Planning and design phase

C23 - Automated
Instance of service provided for testing by

Certificate Management Reused from IDS
Fraunhofer

Environment (ACME)

Under evaluation regarding
C24 - Smart Contract the possibility of

. poSSILIILY More details will be in D3.3 (M36)

Execution development by FhG and

EMC
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5.4 Snapshots for the Landing Page of TRUSTS platform

Before ending this subsection, some of the snapshots of the landing page of TRUSTS are presented to show how
non-registered users can enroll and login, reset password, as well as learn about TRUSTS platform, legal terms,
contact points, etc.

The users can interact with each of the advantages, which will provide them with information about how the
TRUSTS platform will be useful to them. Aside from this information, users also have access to the navigation
bar, which allows them to navigate the platform, as shown in Figure 8. While a user is logged out, the navigation
options include links to the About page as well as buttons to the "Login" and "Signup" pages.

About Foatures LT

¥ TRUSTS

TRUSTS.
Trusted Secure Data Sharing Space

Figure 8: Snapshot of TRUSTS ‘Landing Page’

5.4.1 Login page

When users select the “Login” button from the navigation bar, they are directed to the corresponding page, as
presented in Figure 9. This page comprises the necessary input fields for users to log in, as well as a welcome
message to the TRUSTS platform. Users can log in to the platform using their TRUSTS credentials. If they do not
have an account, a sign-up link is provided that will direct them to the "Sign up" page. In addition, if they have
forgotten their password, a "Forgot password" link is provided for them to be able to change their password.
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Login Welcome to TRUSTS!

Pasyword

Torga peawsed?

Don't have on occount? Sign up

Figure 9: Snapshot of TRUSTS ‘Login Page’

5.4.2 Sign up page

Figure 10 presents the "Signup" page which can be accessed when users click on a "Sign up" button. This page
includes the necessary input fields so that the users can sign up, as well as a welcoming message to the TRUSTS
platform. The users can choose to create an account for themselves or for their organization. If they wish to
create an account for their organization, they can do so by clicking on the "Signup your organization" button,
which is located at the top right of the input form.
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¥ 1RusTS TRUSTS  About  Features

Sign up " signup your organisation

Full nome

Welcome to TRUSTS!

Website of your orgnizotion

Password

Confiem possword

Do you already have en occount? Sign in

Figure 10: Snapshot of TRUSTS ‘Signup Page’

5.4.3 Organization sign up page

Users can sign up their organization on the Signup your organization page (as shown in Figure 11) by providing
the organization's website and name, as well as the organization's logo. In addition to that information, users
must also specify the person who will oversee the organization's account. For that person they must provide
information such as the full name, email address, and a password. After this information is specified, a new
organization is created.

5.4.4 About page

From the navigation bar the users have also access to the About page, depicted by Figure 12. This page provides
information about the TRUSTS platform and its features, with the goal of capturing the user's attention and
increasing the likelihood that they will join the platform.

Specifically, the information displayed in the About page is the following:

e An “About” tab, which contains a brief message and/or description of the TRUSTS platform as well as
some of the key features of the platform.

e A “Features” tab, where the key features of the platform are addressed in more detail.

e The “Our team” tab, which displays information and the logo of each partner of the TRUSTS project.

e General information about the Horizon 2020 TRUSTS project and a button leading to the project’s
website.
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TRUSTS About Featuros Teom

Sign up your organization

a

ore required

Orgommlon information Primary contoct person account
Orgonizaton website Full name

Organizaton name mol

Orgenizotion logo Patsword

Confirm password

-~
Concel

Figure 11: Snapshot of TRUSTS Organization ‘Signup Page’

TRUSTS About Features Team

eea, datiitaring a4sets mAhONIe N on acsy A senirs manne, wapceting
ing optian

2en larem a ib=ro al et malkesLo:
Ve M 000 0/ gl Guam. «elitulo alt
[Barm vel erat 0get nula wvora intzedum. Sod slikquet v

VLIDLIONS L

L0 vasticulm ko guia

Easy O Secure
ot ontoarding dota sharing

[E Innovative Floxiblo

S motchmaking mechoeisme Biling cpticns

One 3top HHop Space E Lorem Ipsum dolor
1o+ donosety, opolications ano services =% amet consectotur

Features

Figure 12: Snapshot of TRUSTS ‘About Page’

© TRUSTS, 2021 Page | 37



D3.10 Platform Status Report Il

6 Conclusion and next actions

The update about the status report of the TRUSTS platform is described in this document. It reports a snapshot
of the current platform status.

This is the second of three versions of this deliverable focusing on a second iteration operational product of the
platform that covers the FRs previously specified, and with the lessons learnt received from the WP5 first
demonstration phase of the platform execution.

The architecture of this platform version is explained based on the technical architecture of the TRUSTS platform
described in deliverable D2.7 “Architecture design and technical specifications document 1I” in parallel
submitted, December 2021. Thus, this deliverable is in strong collaboration with other deliverables.

The updated FRs collected from the project participants who are working on tasks related to the implementation
of the platform are also summarized in this document, followed by a documentation on the chosen and selected
core components. The components were described in terms of their suitability for the updated FRs of the
platform to ensure agile development and the implementation of the platform. While the concept of a Minimum
Viable Product (MVP) is used to involve relevant stakeholders in the evolution of the platform, at different points
in time during the project, the report describes the second iteration TRUSTS platform from an architectural
perspective by giving a general overview of the technical architecture as well as the overflow of the main
functionalities of this version by showing their sequence diagrams. Finally, snapshots for the landing page are
shown.

To explore the next actions of this work, the following version of this deliverable (D3.11), will describe the next
iterations of the TRUSTS platform. The next versions of the platform components will be introduced and
explained in more detail in D3.11 containing additional component implementations as available experience and
feedback will be incorporated into its/their development from the other tasks in WP3, and on interactions with
the use cases in WP5.

The technical focus will be on integrating the components into a homogeneous platform. As part of this, it is
planned to extend the knowledge about connectors. Another aspect involves setting up a testing environment
with instances of all components required for providing a secure data marketplace and secure services. All future
iterations of the platform implementations after MVP.v2 will be described in deliverable D3.11, which is the third
and final version of the platform status report.

Furthermore, if there will be any changes to the architecture design and technical specifications that have been
specified in the deliverable D2.7, then it will be updated in the D3.11 scheduled to be released at the end of the
project duration, December 2022 (M36).
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